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PHAN TICH PETYA - MOQT BIEN THE MOI CUA PHAN
MEM MA BPOC TONG TIEN
PETYA - ANEW VARIATION OF RANSOMWARE

Nguyén Pang Tién

Trwong Dai hoc Ky thuat - Hau céan CAND
TOM TAT
Petya |a m6t bién thé ma doc téng tién mai duoc ghi nhan vao ngay 27/6/2017 khi tAn cong va lam té liét cac hé thdng
thong tin tai Ukraina. Mac du dwoc xem 1a mot ma déc tong tién, tuy nhién Petya lai c6 nhirng dac diém khac biét so
cac ho ma doc tdng tién khac. Trong bai bao nay, tac gia trinh bay vé méa doc Petya, tap trung phan tich vé co’lche lay
nhiém, ma hoa cta chung. Bén canh do la phan tich nhirng diem khac biét cua Petya so v6i cac loai ma déc tong tien
théng thwong. Bong thoi cling dwa ra mot sO bién phap dé phat hién va ngan chan sy lay nhiém, bao vé may tinh va
hé thong théng tin trwdc moi nguy hiém nay.
Tor khéa: Ma déc tbng tién, Petya, NotPetya, MBR

ABSTRACT

Petya is a variation of new ransomware detected on June 27, 2017 when it attacks and cripples information systems
in Ukraine. Although considered as a ransomware, Petya has many characteristics which are different from the ones
of other ransomwares. In this article, | will present about Petya and focus on analyzing their mechanism of infection
and encoding. In addition, | will also analyze the differences of Petya when it is compared to the common
ransomware. Finally, | will recommend some solutions to detect and prevent infection, protect computers and
information systems against this ransomware.
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