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TOM TAT Hién nay, Locky va CryptXXX la hai ho phan mém ma doc téng tién phd bién va gay thiét hai lén tai di
liéu va tai chinh clia nhiéu té chic, ca nhan. Cac phuang phap phong tranh da dugc dua ra, tap trung chu yéu vao viéc
nang cao hiéu biét, y thuc tu bdo vé clia méi ngudi dung trén Internet hay loai bé céc 16 héng phan mém dé tranh bi khai
thac. Bai bao phan tich co ché 1y nhiém, ma hoa va dac diém truyén thong cla Locky va CryptXXX, tir d6 xay dung, dé
xuat ing dung cac tap luat vao hé thdng Snort dé€ phong chéng lay nhiém ciing nhu ngan chan qua trinh thuc thi binh
thudng cla chang khi lay nhiém vao may tinh. St dung Snort la mét bién phap doc déao, kha thi vdi ti 1& phat hién nham
thap.
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ABSTRACT Currently, Locky and CryptXXX are two popular Ransomware Families. They cause major damage to the
finance and data of many organizations and individuals. The methods of prevention were brought out, focused mainly
on enhancing knowledge and self-protection awareness of each Internet user or removing software gaps in order to
avoid being exploited. This paper analyze the mechanisms of infection and encoding, and communication
characteristics of Locky and CryptXXX. Since then, will propose and create the application of rules to Snort system in
order to prevent infection as well as their normal enforcing process when accessing a computer. Using Snort is very
exciting and feasible with low rates of wrong detection.
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